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Abstract of the contribution: This paper proposes a solution for KI#8. 
Discussion
In SA2#160 pCR S2-2401466 proposing new KI for tethering was approved. From the pCR: 
“In some XR services, the end point for those XRM service is not the UE but is the tethered device behind the UE, e.g. AR glasses tethering the cell phone. The traffic from tethered devices may require differentiated QoS handling.
This key issue aims at addressing the following points:
· Study whether and how to identify traffic flows from the tethered devices behind the UE from the uplink traffic (e.g. traffic from different tethered devices may be mapped to different QoS Flows to enable QoS differentiation).
NOTE1: At the conclusion phase, it will be determined whether the solution is also applicable to 5G RG.”
The AF can request QoS treatment for an application flow with AF Session with Required QoS -procedure [4.15.6.6 TS23.502]. The AF includes flow description information into request, which is used by the 5GC for configuration of traffic filters to the UE for UL traffic and to the UPF for DL traffic. Flow description typically contains 5 tuple of the flow i.e. source IP address, source port number, destination IP address, destination port number and used protocol. 
In tethering dedicated IP address is assigned to the IP device (host) connected to the UE. If the assigned IP address is a public address seen by the communicating peer, 5G system can always identify application flows based on the flow description information received in the AF Session with Required QoS -request.
Typically, only single IP address (IPv4) is allocated for the UE.  In that case, tethering is supported via NA(P)Ts. UE supporting NA(P)T functionality allocates private IP addresses for the tethered IP devices and NA(P)T function performs address and port translation between the private IP addresses and the address assigned by the 5GS for the UE. Also, 5GS system may use private addressing and the NAT may implemented at the UPF.  When NA(P)Ts exist between the UE side IP host and the application server the IP addresses and port number seen by the AF may be different from the IP addresses and port numbers used inside a 5GS for a same flow.  
Proposal
A solution is proposed for KI#8 for incorporation in the XRM Ph2 TR23.700-70.
*** FIRST changes ***
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc157745563][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#X: XR flow identification in 5GS with NATs
	
	
	
	
	
	
	
	x
	





*** Next changes (all new text) ***
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148498832]6.X	Solution #X: XR flow identification in 5GS with NATs 
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148498833]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses Key Issue #8
[bookmark: _Toc148498834]6.X.2	Description
The solution addresses the issue that if due to tethering there is some NAT between the XR client (in the tethered device) and the XRM AS(+AF) the AF requesting QoS from 5GC risks to provide wrong IP addressing information. The solution assumes the AS  providing the XR service and the AF requesting QoS from 5GC for these services have a close relationship and sometimes does not distinguish between AF and AS.

To understand the problem with flow detection caused by NAT in the UE and NATting in general three distinct scenarios must be studied: NAT at the UE, NAT at the UPF and NAT at both the UE and the UPF. 
In this solution, to make the description simpler it is only referred to NAT and IP addresses and NAT while actually NAPT (Network Address and Port translation) and IP addresses + ports are meant.

Two cases may be considered:

-	For direct connection establishments from tethered host to XR AS with protocols such as QUIC or TCP (carrying HTTP or some other application protocol) the XR AS learns only the IP address and port of the tethered host as seen over N6, In this case the AF associated with the XR AS may only become aware of the IP addressing information used on the N6 network.
-	For session establishments between tethered host and XR AS with protocols such as SDP and ICE as used in WebRTC to setup RTP media streams the AF acting as the session setup server becomes aware of IP addresses and ports as seen by both the tethered host and the XR AS,
The AF needs to determine which IP address to use when issuing AFsessionWithQoS.

NAT at the UE

Figure 6.X.2-1 illustrates a scenario where UE hosted NAT does address translation between the 5G allocated IP address (IP@2) and the private IP address (IP@1) allocated by the UE router to the tethered host. IP@2 can be considered as a public address since there is no other NATs between the host and the application server (XR AS). Packet filters configured (e.g. via NEF API invoked by an AF acting on behalf of the XR AS) for UE and UPF for mapping packets to QoS flows must be based on the 5GS allocated IP addresses meaning IP@2 in this scenario. 




Figure 6.X.2-1. NAT at the UE

Based on the output of ICE (RFC 8445) procedures the Host XR client can provide the AF/AS with the host address IP@1 and corresponding UE address IP@2. If IP@2 and XR AS address are public then the AF knows which address to use for its QoS request to 5GC: IP@2.

NOTE:	If IP@2 and XR AS  address are NOT public, the AS, however, as it does not know the exact location of the NAT cannot determine which address is the 5GS allocated IP address and whether the flow description information in the AF request should be based on the IP@1 or IP@2 but can consider the source IP address used to reach the XR AS.  

NAT at the UPF
Figure 6.X.2-2 illustrates the case when UPF hosts the NAT function. Host’s IP address may be part of the framed route configured by the 5GS for the UE. Flow descriptors configured to UE and UPF must base on the IP@1 which can also be considered as a private address since it is not visible to public internet. 




Figure 6.X.2-2. NAT at the UPF

As in the previous case, based on the output of ICE (RFC 8445) procedures the Host XR client can provide the AF/AS with the host address IP@1 and corresponding UE address IP@2. If IP@2 and XR AS address are public then the AF knows which address to use for its QoS request: IP@2

NOTE:	If IP@2 and XR AS  address are NOT public, the AS, however, as it does not know the exact location of the NAT cannot determine which address is the 5GS allocated IP address and whether the flow description information in the AF request should be based on the IP@1 or IP@2 but can consider the source IP address used to reach the XR AS.  
. 

NAT at the UE and UPF
In this case, the 5GS has allocated IP@2 for the UE, the host has received private IP@1 from the UE and the UPF (NAT) uses IP@3 for the UE as its UE public address. As before, the flow descriptors must base on the 5GS address (IP@2). 




Figure 6.X.2-3. NAT at the UE and UPF.

Based on the output of ICE (RFC 8445) procedures the Host XR client can provide the AF/AS with AS UE’s private address IP@1 and the public address IP@3, but AF/AS is not aware of the IP@2 allocated by the 5GS. 

AF can learn from ICE signalling tethered host’s private and public address, but it does not know which IP address 5GS is using for the host (IP@2) and therefore the flow description in the AF request may not be understood by the 5GS.  

[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]The proposed solution bases on following aspects:
· The XR client is assumed to run ICE (RFC 8445) procedures and to use their output to request XR services from the AS/AF.
· The AF derives flow descriptors for XR flow(s). If AF has learned both the private- and public IP address/transport port pairs from the ICE signalling, the flow descriptors are derived from the public address/port (or are derived from the UE IP address as detected by the AS).  
· At reception of AF request, NEF determines if the UE IP address of the flow description belongs to address range used by 5GS for UE addressing. 
If IP address in the flow description information belongs to 5GS address range AF session with required QoS procedure continues as specified in clause 4.15.6.6 of TS 23.502 [3]. 
· If UE IP address in the flow description is not part of the 5GS address range but NEF determines that the UE’s IP address is a public address translated at the UPF and the NEF invokes Nupf_GetUEPrivateIPaddrAndIdentifiers -procedure per clause 5.2.26.3 of TS 23.502 [3] to enquire the public address/port – 5GS address/port translation information. The Nupf_GetUEPrivateIPaddrAndIdentifiers – service is enhanced to contain also transport port information in the request and response messages. 
· Based on the address/port translation information received from the UPF, the NEF gets the 5GS IP address/port pairs corresponding to the target the QoS flow and can apply AF session with required QoS procedure as specified in clause 4.15.6.6 of TS 23.502 [3] . 



[bookmark: _Toc148498835]6.X.3	Procedures



[bookmark: _CRFigure4_15_6_61]Figure 6.X.3-1: Setting up an AF session with required QoS procedure in presence of UPF NAT

This figure is derived from clause 4.15.6.6 of TS 23.502 [3].

A)		if the AF receives multiple candidate UE side IP addresses (in the XRM application request) the AF chooses the public IP address and associated Port number to issue Nnet_AFsessionWithQoS requests.
1)	The AF sends Nnet_AFsessionWithQoS_Create request with flow descriptions containing UE’s public IP address and Port Number
If the NEF recognizes the UE’s IP address received in flow descriptor is different from the address range assigned by 5GC for UE’s, i.e. the UE is behind a NAT in UPF, the NEF performs steps B-F.  
[bookmark: _Toc153802020]B-C)	The NEF uses Nnrf_NFDiscovery procedure to obtain the address of the UPF implementing NAT functionality for the UE (public) IP address.  This is as defined in TS 23.502 [3] clause 4.15.10 steps 3 and 4.
D-E)	The NEF uses the Nupf_GetUEPrivateIPaddrAndIdentifiers_Get service operation to request from the UPF the UE's (private) IP address and Port Number corresponding to public IP address and Port Number. The request includes the UE (public) IP address and Port Number.  This is as defined in TS 23.502 [3] clause 4.15.10 steps 5 and 6 but with following modification; Nupf_GetUEPrivateIPaddrAndIdentifiers_Get needs to provide also the port number as output
F)	The NEF translates the public IP address and port number in the flow descriptors received from the AF intoto the corresponding IP address and port number used in 5GC (received in step E). 
3-8)  	As specified in clause 4.15.6.6 of TS 23.502 [3] for AF session with required QoS -procedure. 

[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc148498836]6.X.4	Impacts on services, entities and interfaces
NEF		
· at reception of IP address and port number included into Nnef_AFsessionWithQoS_Create request UPF be able to request translation from UE’'s public 	address and port to 5G assigned IP address and port.
Nupf_GetUEPrivateIPaddrAndIdentifiers service. 	
· Inclusion of the port number into [request and] response messages,
*** END of changes ***
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